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^ii/^jty^l^^/jj^^jiX^nvsicy settingso^ search Jjijjlityimfil Windows 8 J 




-/Smart Screen Filter ^i^i//Off /^j^General (3^-^l l/i j^y l//// U^jA 





-Layoff /i/Wc/^J^Location 
—i/JOn jSkype^t/i-c/y" Off [/• webcam /i 

-i^/Off vji^yC^Microphone /£ 

^f^Jc\.^^S*‘jJ^Jc\.jL^\j>\Jl\) l ^i£\j:L& 



-at^ 'tjfteSS^sdMifrtdn j)J>) :3jLJ> ^tjt Windows 7 

Location and Other Sensors/^Location (j^ (jii_I^Searcht//J^Start^wT^LZlL/i 
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Enable location and other sensors 

Sensors can detect information about your computer's current location, surroundings, 
and more. Once a sensor is enabled, all programs and users can access it. Sensors that 
are not enabled are still installed on your computer. T o enable a sensor, select the 
check box next to it. You can also click the sensor for more details. 

How is my privacy affected? 



Sensor 



Enabled 



I Geosense Location Sensor 



□ 



Apply 



Apply d^Vj^Enabled ^Geosense Location Sensor f\ 
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https://www.torproject.org/download/download-easy.html.en 
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l Search or enter address 



Tor Browser ' 

5 0 2 I 




Congratulations! 

This browser is configured to use Tor. 

You are non free to browse the Internet anonymously. 

Test Tor Network Settings 
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Search securely with Disconnect me. 



What Next? 

Tor is NOT all you need to browse 
anonymously! You may need to change some of 
your browsing habits to ensure your identity 
stays safe. 

Tips On Staying Anonymous » 



You Can Help! 

There are many ways you can help make the Tor 
Netw ork faster and stronger 

• Run a Tor Relay Node » 

• Volunteer Your Services » 

• Make a Donation » 



The Tor Project is a US 501(cX3) non-profit dedicated to the research, development, and 
education of online anonymity and privacy. Learn more about The Tor Project » 
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Ct Q. Search 



Privacy and Security Settings 



Tor Browser 1 

5.0.2 \ 



Privacy Settings 

0 Don't record browsing history or website data (enables Private Browsing Mode) 
Ivl Disable browser plugins (such as Flash) 

0 Restrict third party cookies and other tracking data 
0 Change details that distinguish you from other Tor Browser users 



t? 



>wse I 
o chanjl 
5 your i I 



Security' Level 





High 




Medium-High 




-i Medium-Low 




Low (default) 


□ Custom Values 



5 0 1 (c I 
mity £ . 



At this security level the following changes apply 
(mouseover for details): 

HTML5 video and audio media become dick-to-play via 
NoScript. 

Some JavaScript performance optimizations are disabled. 
Scripts on some sites may run slower. 

Remote JAR files are blocked. 

Some mechanisms of displaying math equations are 
disabled. 



OK Restore Defaults Cancel 



-(^/j^Privacy and Security SettingsA~‘^^-'A r sAl^jy r jY~d&J^i>}\ & z±d^/^y+y/i}jjf' jtji 
t—/ A \ if A" y>?(/^Low -c-Hz f 






Tor circuit for this site 



Privacy and Security Settings... 
Tor Network Settings... 

Check forTor Browser Update... 



This browser 

Czech Republic (185.8.238.139) 
France (91.121.153.92) 
Germany (85.25.103 >) 

Internet 



c/^Medium Low£ji-Ux*Li ^ * ~' r c — c — a f A . -JT , ~ , jt c . . , 




https://www.facebookcorewwwi.onion:(^/Jl^i^^^Zli^/Jl^i^V^^4-^ , ^^ <::: ^Tor 
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tfi Secure Freedome^Ty^i/^J^ijfi-iJfTOR \ 

-<£_ /^Firefox 

/ Ji' L-{i^xj '~ Firefox /c//y(jJ 
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g Mozilla Firefox Start Page 






^ © Firefox I aboutpreferences#privacy 



T ± 



X. Cut 


Copy 


| Open menu | 




- 


100% 


+ 


(3 General 


n 


00 


n 


Search 


New Window 


New Private 


Save Page 


§ Content 


S 


© 


<□► 


A Applications 


Print 




Full Screen 


OP Privacy 


p 

Find 
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*• 

Add-ons 


^ Security 
O Sync 


/ 






■4 Advanced 


Developer 








O Sign in to Sync 






□ Customize 




© o 




1 





Privacy 



Tracking 

1 V Tell sites that I do Qot want to be tracked 

Learn More 



V c Q. Search 



History 

Firefox will: Never remember history ~ 

Firefox will use the same settings as private browsing, and will not remember any history as you browse the Web. 
You may also want to clear all current history. 

Location Bar 

When using the location bar, suggest 
| V History 
•y Bookmarks 
V Open tabs 
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☆ £ 
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1 Open menu 


Cut 


Copy 


paste 
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100% 
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n 


00 


1 


New Window 


New Private 


i Save Page 




Window 
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© 


yr 


Print 


History 


Full Screen 


P 


o 




Find 


Options 


Add-ons 
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Developer 






Cj Sign in to Sync 


Q Customize 




o o 



Privacy ^jtj y iA‘US^/Options Ao'XJlkXXX 

/ $T(jij?^jjZtfZTJ—bTracking X 

Never remember history / History jtfe l>U/^t/i 

-ij^y^Private window^! ' St-* qA ft 



A 



New Private window XijX ( Jl\XX^ 

-JiL-5(juA} J l?f ^jJ</ ju 

J^iT or ly'i^Private window^OV^-^^/^^u r( 
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Qg. Mozilla Firefox Start Page 
about:config| 



2 

^ This might void your warranty! 



Changing these advanced settings can be harmful to the stability, security, and performance of this application. You 
should only continue if you are sure of what you are doing. 

1 V 1 Show this warning next time 



I'll be careful, I promise! 
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^ C Firefox aboutconfig 



i Status J Type j Value 

default integer 50 

default string [{ "urls": [ 



default boolean 



default boolean false 

default boolean false 

default integer 10000 

default boolean false 

default boolean true 

default boolean true 

default boolean false 

be carefiill 

true Rvalue /i(j^i^^^iY l V , <-^ J ‘-^^ r, ^ me( iia.peerconnection.enabled 

f !) j ^ > S f i U^F alse ^ T oggle 



Search: media.peerconnection 



Preference Name 

media. peerconnection.capture_delay 
media. peerconnection.defaultjceservers 



media.peerconnection.enabled 



media. peerconnection.ice.loopbt 1 
media. peerconnection.identity.er 
media.peerconnection. identity .til 
media. peerconnection.turn.disab 
media. peerconnection.use.docui 
media, peerconnection.video. enable 
media.peerconnection.video.h264_enabled 



Toggle 

Copy 

Copy Name 
Copy Value 
New 

Reset 



/https ://diafygi . github . io/webrtc-ips 
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https://diafy...o/webrtc-ips/ X 



A https:/ diafygi.github.io ebrtc-ips/ 



Demo for: https: //github.com/diafvgi/webrtc-ips 
This demo secretly makes requests to STUN servers that cat 
Your local IP addresses: 



Your public IP addresses: 
Your IPv6 addresses: 



jsjx/i ■If^Jt/u^Kj^Webitc y^Jl^.-Ip addresses 



https://addons.mozi I la.org/cn-US/firefox/addon/adblock-plus:^Vc:—^ l Z l -^<2^Se^^/-^J^ ;| jiZ'/ 

to firefox 




ufifi jtJiAu'irUZ-??' > , 4^i/t^i/ | :Google Chrome-T 
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New tab 

New window 

New incognito window 

Downloads 
Recent tabs 
Bookmarks 

Zoom 

Print- 

Save page as... 

Find- 
More tools 

Edit 



Ctrl+T 

Ctri+N 

Ctrf+Shift+N 

Ctri+H 

Ctri+J 



Ctrl+P 

Ctrf+S 

Ctri+F 



About Google Chrome 
Help 

Relaunch Chrome in Windows 8 mode 



x y $ Settings 




rome://settings 





Settings 

Default browser 

The default browser is currently Google Chro 

Privacy 

I C° n 4 



"9*- 



Clear browsing data... 



Google Chrome may use web services to improve your browsing experience. You may opti 
services. Learn more 

B Use a web service to help resolve navigation errors 

™ Use a prediction service to help complete searches and URLs typed in the address bar 
~ 1 search box 

B Prefetch resources to load pages more quickly 
□ Automatically report details of possible security incidents to Google 
B Enable phishing and malware protection 
0 Use a web service to help resolve spelling errors 
0 Automatically send usage statistics and crash reports to Google 
B Send a "Do Not Track" request with your browsing traffic 



~TZ 






e 

Chrome 

History 

Extensions 



Q chrome://settings 

Settings 

Appearance 



| Settings 



0 Show Home button 
0 Always show the bookmarks bar 

Search 

Set which search engine is used when searching from 
Google J Manage search engines... 

0 Enable "Ok Google" to start a voice search. 

Say "Ok Google" in a new tab and google.com 

People 



^ Person 1 (current) 


B Enable Guest browsing 




B Let anyone add a person 1 


to Chrome 


j Add person... | Edit.. | 


Remove... ' Import bookmarks and settings... 



Default browser 

The default browser is currently Google Chrome. 



Content settings 
Plugins 

* Run all plugin content 

Detect and run important plugin content 
O Let me choose when to run plugin content 



Manage exceptions... 

Manage individual plugins... 

Pop-ups 

Allow all sites to show pop-ups 
• Do not allow any site to show pop-ups (recommended) 

Manage exceptions... 

Location 

O Allow all sites to track your physical location 
O Ask when a site tries to track your physical location (recommended) 



) Do not allow any site to track your physical location 



Manage exceptions... 



/^T<Li*Send a Do not track Show advanced settings A 

not allow any sit Content Settings ZlPrivacy A 

sj >> e w Incognito window^ ^/^(^incognito^l*^ Private window 

y Avebrtc jtfiJ'A'j' :WebRTC 

https://chrome.google.com/webstore/detail/webrtcdeak-prevent/eiadekoaikejlgdbkbdfeijglgfdalml7hHen 



/https : //diafygi . github . io/webrtc-ips : 



Add to chrome J^*.j2(/i:Adblock 
https://chrome.google.com/webstore/detail/adblock-plus/cfhdojbkjhnklbpkdaibdccddilifddb 



(^XlLSettings A 
-(^/ui^Privacy & Security jtj'tA 
Send a Don’t track Al/A 

-jf'/Jk *, new private window ^hLbopera ^Private window 

Noscript litejt 2^/jtf a /webrtc WebRTC 

https://addons.opera.com/en/extensions/details/noscript-lite/?display=en 



Add to opera jt^^t/iiAdblock 
https://addons.opera.com/en/extensions/details/opera-adblock/?display=de 



F Secure Freedome 



— /Jl^l^Zl^1(3^C^180 ^ .J*\J\fj‘\^£jV\J?\s‘£- tf. jhJO^)A 4 '^fiJl 



/https ://campaigns . f-secure .com/ freedome/ chip / de_DE 



)E/ 



F-Secure Freedome 



lie die F-Secure 
urdrei Cerate 
1-0 Euro / Jahr). 
■mularaus, um 
Im Anschluss 
Premium-Code 



Kampagnencode * 
FRDECHQ3 



E-Mail * 

abcdefg@abcd.com 



hutze deine 
:ernet 




Sprache * 



Englisch 



Code im unteren Bild * 






□ Ich mochte E-Mails uber neue Produkte und Angebote 
erhalten 



Absenden 



FRDECHQ3ij^iii/^^f^Kampagnencode (f-LX 



nghshc//^l?*»l^t^^Sprache 

^(^Xj^Absenden/^^iu^ 



a) 

https ://do wnload. sp . f- 
secure.com/freedome/installer/Freedome.exe 



-at^/Ji^i^ASO /ji^T 

A A On ^£l — /On clX 

C& yzM \ 1^— 
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Antivirus 



J?)-<j 12£ f if sti^Torrent ^T/^L^Bitdefender 

https://kat.cr/bitdefender-total-security-20 1 5-build- 1 8-2 1 -0- 1497-x86-x64-incl-trial-reset-keys-b-tman- 

tl0267276.html 

64bit l32bit 

-t/yj \P \fa>. y/c/y J i^(J^l/ u^3 OOmb 



ihoo 360 Total Security^ 



yjyy (jt^ ^ i 



http://www.360totalsecurity.com/en/download-free-antivirus/360-total-security/?offline=l 
L^yUtPatch Up (j^j"i/i(j^y^Tool Box 



-^yy^patch «y ^ci ^ < y 2^ y^y jy ^ i u? 1^ ^yiy ^ r ^^<y"i 

-(y(iy^u>y ^Pro X/* 



360 Patch Up 




v/ Security Updates for System 

n/ KB2880463 - Vulnerabilities in Microsoft Office... 2014-05-14 100.73 MB © 

>/ KB2910941 - Vulnerability in Microsoft Office ... 2014-12-04 1.29 MB © 

\/ KB2726958 - Vulnerability in Microsoft Office ... 2014-12-10 2.95 MB © 

\/ KB2910916 -Vulnerabilities in Microsoft Word... 2014-12-10 167.31MB © 

\/ KB2956151 - Vulnerabilities in Microsoft Office... 2015-03-11 172.03 MB © 

v/ KB2975808 - Vulnerabilities in Microsoft Office... 2015-05-13 12.18 MB © 



Firewall/ Jbsl> 
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Firewall \J>\JiA<\J m fJlt ~ Tool Box Total Security (/f^Tj^^y 




Graph | t) Firewall j Q Usage | £ Network | O Alerts 

Firewall (j]]| ClickTo Block v- j 



Apps 



Hosts 



I Q Host Process for Windows Services 




Q Windows Explorer 



Ha14 dspw42.akamai.net 
download.microsoft.com 
= 192.168 

download.microsoft.com 
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^Firewall 
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abuturab@tutanota.com:^^i (jf 



besafer.wordpress.com:^U^ 



